Enhanced Event Time-Lining for Digital Forensic
Systems

Appendices

Colin Symon

Submitted in partial fulfilment of
the requirements of Edinburgh Napier University
for the Degree of
Computer Networks & Distributed Systems (Hons)

School of Computing

November 2009



Colin Symon 05002526 November 2009

Table of Contents

1 Project Overview, Review Form, Plan and Diari€S.........ccccoocevviiiieiiiiiiieeeeiiineeeeens 3
1.1 PrOJECT OVEIVIEW ...t e e e ettt e e e s e e e e e e e e et e e e e e e e e e e aennnna s 3
1.2 Week QO ReVIEW FOrM ..., 5
R T 0] =T ox A = T o P 7
L4 DIHAIIES oo 8

2 User Feedback Questionnaires and Feedback Email ............cccoccovviiiiiiiiininnnnen, 24
2.1 Completed Feedback QUESHIONNAIIES .........cccevviiiiiiiiiiiiiiiiiiieiieeeeeeeeeeeeeeeeee 24
2.2 Feedback Questionnaire Support Sheet ... 45
2.3 Feedback EMail ........cooiiiiiiiiicee e 48

3 Prototype System Design and Source Code..........cccoevvieeeiiiieiiiiiiiiiee e, 49
3.1 Initial Design Sketch of User Interface ...........ccooevvviiiiiiiiiiieeceeee e, 49
3.2 SOUICE COUL ..cceeiiiiiiiiieeeeeeeeee ettt 50

3.2.1 Windows Event LOg ReaAdEr ........cooovvviiiiiiii e 50
3.2.2  File WALCHET ... ... 54
3.2.3  PrOCESS LOQOEN ... .o iiiiiiiiiiiiiie ettt 58
3.2.4 Log and TIMElNE VIBWET .........uuuuuuuuiieiiiiiiiiiiiiiiiiiiiiiiinieieieineenneeeneeeneeennes 62

CNDS Edinburgh Napier University Page 2



Colin Symon 05002526 November 2009
1 Project Overview, Review Form, Plan and Diaries

1.1 Project Overview

Title: Enhanced Event Time-Lining for Digital Forensic System

Overview of Project Content and Milestones

Digital Event Time-lining provides a means for System Administrators and Digital
Forensic Investigators to establish the sequence of events around a point of interest
I such as an attack on a system. As computer systems become larger and more
complex, a need has arisen for next generation Event Time-Lining systems which
can gather event data and present it in innovative ways to assist in digital forensic
investigations and assist the management of these complex systems. This project will
cover research into current systems, ongoing advancements and develop a prototype
system which enhances current methods of establishing digital event timelines.

The Main Deliverable(s)

Identify and come to conclusions about the current research into event logging/time-
lining.

Design and production of a system which provides an enhanced view of digital
events within time frames.

Design and perform tests. Evaluating and documenting the results from testing.
Reflect upon experiences and discuss areas for further development.

The Target Audience for the Deliverable(s)

System Administrators i such as network security engineers and those responsible
for server security.
Digital forensic investigators.

The Work to be Undertaken

Research into existing time-lining and event logging tools.

Research into current problems and current research and development trends.
Investigate ways to visualise digital event timelines.

Design and implement an event logging/time-lining system.

Test and evaluate the system and its impact on the host systems performance and
event evidence.
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Additional Information / Knowledge Required

.NET framework 71 particularly Visual C#, XAML and/or similar/associated
technologies.
Knowledge of event logging systems and event log formats/storage.

Information Sources that Provide a Context for the Project

Microsoft documentation on the operation of Windows Event Logging features.
Technical documents from similar projects.

The Importance of the Project

Current event logging systems often do not provide an efficient means for the system
administrator or forensic investigator to establish links between events. Additionally, it
would be beneficial for event time-lining tools to provide alternative means to view
event data rather than the current method which often involves looking through
thousands of lines of event records held in a text/xml format which can be difficult to
quickly assimilate.

Digital crimes are likely to increase in the future and as systems become larger and
more complex, the need for next generation event time-lining tools becomes very
important.

The Key Challenge(s) to be Overcome

Gain a good understanding of event logging before developing a time-lining system.
Acquire an understanding of new programming knowledge before developing the
prototype system.
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1.2 Week 9 Review Form

S0OC10101 Honours Project (40 Credits)
SOC10102-Honours Project (60 Credits)  (please delete one)

Week 9 Report

Student Name: COLIN SYMON
Matriculation Number: 05002526

| Programme (and any specialisation): BENG (HONS) COMPUTER NETWORKS
AND DISTRIBUTED SYSTEMS F/T SWE

Supervisor: Buchanan, Bill
Second Marker: Graves, Jamie
Date of Meeting: zg;vﬁ

Can the student provide evidence of attending superyisi@ meetings by means of
project diary sheets or other equivalent mechanism?, 9 no*

If not, please comment on any reasons presented

Please comment on the progress made so far
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Is the progress satisfactory? ﬁgs)nc* \\\\\ o

Can the student articulate their aims and objectives?{leﬁj no*
If yes then please comment on them, otherwise write down your suggestions.
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* Please circle one answer; if no is circled then this must be amplified in the space provided
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Does the student have a plan of work? es ) no*

If yes then please comment on that plai otherwise write down your suggestions.

Does the student know how they are going to evaluate their work? yes no*
If yes then please comment otherwise write down your suggestions.
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e ekl N\ \
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Any other recommendations as to the future direction of the project
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(/{(/‘/% A C&} & g,{> -~

| j

Signatures: Supervisor | { Second Marker

Student /./.2 ¢

L v )
Please give the student a photocopy of this form immediately after the review
meeting: the original should be lodged in the School Office with Leanne Clyde

* Please circle one answer: if no is circled then this must be amplified in the space provided
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1.3 Project Plan
Tasks Start Date
* Initial Project Overview * 02/02/2009
* Week 4 Meeting Preparation * 16/02/2009
Literature Review and Experimentation  24/02/2009
* Week 9 Meeting Preparation * 31/03/2009
Introduction 24/03/2009
Design 08/04/2009
Implementation 30/04/2009
Testing 22/09/2009
Evaluation 28/09/2009
Conclusions 26/10/2009
Checking References and Appendices 09/11/2009
Submit to Turnitin and Tweaking 15/11/2009
* Poster and Submission * 15/11/2009
* Prepare for Viva Voce * 15/11/2009

Note: *x* Indicates fixed end date

CNDS

Edinburgh Napier University

Duration
(days)
17

-

38

-

10

21

151
21

28

21

-

14

14

14

November 2009

End Date

19/02/2009
23/02/2009
03/04/2009
07/04/2009
03/04/2009
29/04/2009
28/09/2009
13/10/2009
26/10/2009
16/11/2009
16/11/2009
29/11/2009
29/11/2009
29/11/2009
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