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An Intreduction to
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Introduction

* Desirable to increase the security beyond
secret-knowledge based approaches

« Potentially: beneficial to provide:

= a method that Is resilient to accidental or deliberate
compromise by the legitimate users

« [ransparent / nen-intrusive authentication (where
possible)

* reduce or remove the perceived inconvenience for users

= COntinuous or periodic authentication of the user

« enable confidence in the identity to be maintained beyond
login



Keystroke Dynamics

« A behavieurall biemetric, based upon the ability to
[ecognise characteristic typing raythms

« Applicable te a variety of keyboard/keypad-based
devices

« Requires no additional hardware

= completely implemented in software

« Can operate in parallel with normal activities

& non-intrusive additional security

L minimises inconvenience for users



Potential measures

. Digraph latency.
Trigraph latency
Keyword latency

Keystroke duration
(hold time)

Typing errers s
—orce of keystrokes —

Keystrokes or words .
per minute U




Application SCENarios

« Static
= At login
« Keyword-specific

« Dynamic
= Periodic
= Continuous
E Y = Application-specific




Application SCENarios
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Previous Work

« Focused upoen digraph latencies
« Used statistical / NN approaches
« EAR/EFRR rates ~< 10%

» Data collected in controlled environments



Previous work — examples

Joyce & Gupta 1990 Static Statistical : 16.36

Leggett et al. 1991 Dynamic Statistical : 11.1

Brown & Rogers 1993 Static Neural Network 0 12.0

Napier et al 1995 Dynamic Statistical 3.8% (combined)

Obaidat & Static Statistical 0.7 1.9
Sadoun 1997 Neural Network 0 0

Monrose & Rubin
1999

Cho et al. 2000 Static Neural Network 0 1

Guven and
Sogukpinar 2003

Static Statistical 7.9 (combined)

Static Statistical 1




A long-term
experimental study



EXPErment everniew

« Digraph, trgraph and keyword logging
« Applications being used also logged

« 35 subjects
« 3 month legging period

* Nearly 6 million samples logged



EXPErment everniew

« Keylogger installed on client PC
 Transparently: monitored latency: of:
= Digraphs (e.g. T-H)

= [rigraphs (e.g. T-H-E)
= Keywords (e.g. T-H-E-R-E)



Participant typist skills

3%

m Average (nhon-
skilled) - 40wpm

Average (skilled) -
40% 55wpm
® Good - 90wpm

W Best - 135wpm

Based upon typist speed
Classification from Card et al (1980)



System-wide keystroke logging

Message Microsoft Windows Message Handler
—
Keycode

System-Wide Hook J
Foreground Application J

piation
(e.g. MS Word)

Key up/down messages

Keylogger

’ *

Mouse down message
(Change of application notification) Background Application 1

Background Application ...




Keystroke LLogger

IMS Keystroke Analysis

m : - K.eystrokes Logged
1 Chant dicrosol 041° [ 87 ]

Invalid Keystrokes
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Results

* Profiles were generated for each
participant

= ONe each for digraphs, trigraphs and
keywords

« Sessions were then re-played to a
comparator:
= legitimate user samples (to measure FRR)
= Oother user samples (to measure FAR)



Users” keystroke ranges
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Results — The good

« Found te be very effective for some users,
for example:

= comparator suggested that User 11 would be
able to enter 227,660 keystrokes before a
false rejection

= almost half of Impostors against User 11’s
profile would be challenged before 50
keystrokes



Results — The bad

« For other users, It was much less effective:

= Comparator suggested that User 23 would

only enter 23 keystrokes before a false
iejection

= meanwhile, several iImpostors would be
permitted to enter several thousand
keystrokes



Overall results
(Average acress Users)

« System eptimised for 0% FRR
= desirable infa dynamic monitoring secenario

« Resulting average FARS for the three metrics:
= Digraphs — 4.9%

= lrigraphs — 9.1%

= Keywords — 15.2%

* Suggests that accuracy Is linked to the number
ofi samples that were used in generating the
profiles
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Conclusions

Keystroke dynamics can provide
transparent authentication/supervision

TThe technigue showed promising
Performance In user trials

Not as pewerfullas physiological
Biometrics, but nenetheless very effective

for some users

= Does not work equally well for all users



Eutlre development

* Need to consider complementary measures
for a composite approach:

« Keystroke dynamics and mouse dynamics
= Keystroke dynamics and facial recognition
= Mouse dynamics and voice recognition

« Statistical analysis technigues

« Application-specific profiling

« Even larger scale trials

« Evaluation of impairments (e.qg. fatigue, illness)
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