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Week | Date Academic Lab/Tutorial
2 14/09/09 | 1: Security Fundamentals Lab 1: Packet Capture
Lab 2: Packet Capture (Filter)
3 21/09/09 | 2: IDS Lab 3: Packet Capture(IDS)
Lab 4: Packet Capture (IDSt ARP)
4 28/09/09 | 3: Encryption Lab 5: IDS Snort 1
5 05/10/09 | 4: Authentication (Part 1) Lab 6: IDS Snort 2
6 12/10/09 | 4: Authentication (Part 2) Lab 7: Private-key Encryption
7 19/10/09 Lab 8: Public-key Encryption
8 26/10/09 | 5: Software Searity Lab 9: Log/Process/Hashing
9 02/11/09 | 6: Network Security Lab 10: TCP Forensics
Lab 11: Binary Analysis/Sig Detetction
10 09/11/09 | 7: Forensic Compuing Lab 12: Signature Analysis
Lab 13: Rolebased Searity
11 16/11/09 | Professional Certification
12 23/11/09 | Professional Certification
13 30/11/09
14 07/12/09
15 14/12/09
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Week 2

Week Date Teaching Attended
1
2 Lab 1: Packet Capture

Lab 2: Packet Capture (Filter)

Aim: The aim of the first labs and exercisesis to use WinPCap to capture and display data
packets. These can be used to create network monitors and in agenbased intrusion
detection systems.

Time to complete:
4 hours (Two supervised hoursin C.27, and two additional hours, unsupervised).

Activitities:

Complete Lab 1: Packet Capture

Complete Lab 2: Packet Capture (Filtering).

Complete Exercise1.16.5 (Unit of Unit 1).

Complete Exercise1.16.6 (End of Unit 1)

If you have time, complete Exercise 1.16.7 (End of Unit 1)
NetworkSims: CCNA Challenge A1-A10.

= =4 =4 4 -4 =4

Learning activities:
At the end of these activities, you should understand:

1 How to capture data packets from the network.
1 How to filter the data packets.

Reflective statements (end-of-exercise):

Do you understand how to determine the network connections on a host, and to select the
one required?

Do you know how to add the WinPCap DLL to a solution?

What filter would be applied to detect all secure FTP traffic (Web research required)?

How would use detect IPSec traffic on the network (Web research required)?

What limitations might WinPCap have when capturing data packets?

Source code used:
http://buchananweb.co.uk/ WinPCap1l.zip
http://buchananweb.co.uk/ WinPCap2.zip
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Lab 1: Packet Capture (Network Interface)

Details
Aim: To provide a foundation in reading data packets

Activities
If Visual Studio is installed on your machine, download the following solution [1]:

e http://buchananweb.co.uk/ WinPCapl.zip

It has the following code [1]:

using System;
using Tamir.IPLib;

namespace NapierCapture

{
public class ShowDevices
{
public  static  void Main( string [] args)
{
string  verWinPCap = null ;
int  count=0;
verWinPCap= Tamir.IPLib.Version.GetVersionString();
PcapDeviceList getNetCon nections = SharpPcap.GetAllDevices();
Console.WriteLine("WinPCap Version: {0}", verWinPCap);
Console.WriteLine("Connected devices: \r\n");
foreach (PcapDevice net in getNetConnections)
{
Console.WriteLine("{0}) {1}",count,net.PcapDescri ption);
Console.WriteLine(" \ tName: \ {0}",net.PcapName);
Console.WriteLine(" \ tMode: \ t\ t\ t{0}",net.PcapMode);
Console.WriteLine(" \ tIP Address: \ t\ {0}",net.PcaplpAddress);
Console.WriteLine(" \ tLoopback:  \t\ t{0}",net.PcapLoopback);
Consol e.WriteLine();
count++;
}
Console.Write("Press any <RETURN> to exit");
Console.Read();
}
}
}

Run the program, and verify that it produces a list of the available network cards, such
as:

WinPCap Version: 1.0.2.0
Connected devices:
0) Realtek RTL8169/8110 Family Gigabit Ethernet NIC
(Microsoft's Packet Scheduler)
Name: \ Device \ NPF_{A22E93C1- A78D- 4AFE- AD2B 517889CE42D7}
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Mode: Capture
IP Address: 192.168.2.1
Loopback: False

1) Intel(R) PRO/Wireless 2200BG Network Connection (Microsoft's Packet Scheduler)
Name: \ Device \ NPF_{044B069D - B90OA- 4597 - BO9E- A68C422D5FE3}

Mode: Capture
IP Address: 192.168.1.101
Loopback: False

List the network cards in your machine:

Next update the code so that it displays the information on the network connections [1]:

foreach (PcapDevice net in  getNetConnections)
Console.WriteLine("{0}) {1}", count,net.PcapDescription);

NetworkDevice netConn = (NetworkDevice)net;

Console.WriteLine(" \ tIP Address:  \ t\ t{0}",netConn.IpAddress);
Console.WriteLine(" \ tSubnet Mask: \ t\ {0}",netConn.SubnetMask);
Console.WriteLine(" \ tMAC Address: \t\t{0}", netConn.MacAddress);
Console.WriteLine(" \ tDefault Gateway: \ {0}",netConn.DefaultGateway);
Console.WriteLine(" \ tPrimary WINS: \ t\ {0}",netConn.WinsServerPrimary);
Console.WriteLine(" \ tSecondary WINS: \ t\ {0}",netConn.WinsServerSecondary);
Console.WriteLine(" \ tDHCP Enabled: \t\ t{0}",netConn.DhcpEnabled);
Console.WriteLine(" \ tDHCP Server: \t\ {0}",netConn.DhcpServer);
Console.WriteLine(" \ tDHCP Lease Obtained: \ {0}",netConn.DhcpLeaseObtained);
Console.WriteLine(" \ tDHCP Lease Expires: \ {0 }",netConn.DhcpLeaseExpires);
Console.WriteLine();

count++;

A sample run shows the details of the network connections [1]:

1) Intel(R) PRO/Wireless 2200BG Network Connection (Microsoft's Packet Scheduler)

IP Address: 192. 168.1.101
Subnet Mask: 255.255.255.0

MAC Address: 0015003402F0

Default Gateway: 192.168.1.1

Primary WINS: 0.0.0.0

Secondary WINS: 0.0.0.0

DHCP Enabled: True

DHCP Server: 192.168.1.1

DHCP Lease Obtained: 03/01/2006 10:44:40
DHCP Lease Expires:  04/01/2006 10:44:40

List the details of the connections on your PC:

[1] This code is based on the code wrapper for WinPCap developed by T.Gal
[http://wvww.thecodeproject.com/csharp/sharppcap.asp ].




Lab 2: Packet Capture (Filtering)

Details

Aim:

To provide an understanding of events in reading data packets

Activities
Using the previous solution from Lab 1, update with the following code [1]. In this case
the 2nd connection is used (@etNetConnections[1]) in a promiscuous mode - change, as
required, depending on your network connection). USE THE CONNECTION WHICH

IS THE ETHERNET CONNECTION.

e http:/ /buchananweb.co.uk/ WinPCap2 .zip

using System;
using Tamir.IPLib;
using Tamir.IPLib.Packets;

namespace NapierCapture

public

class CapturePackets

public  static  void Main( string [] args)

{

}

PcapDeviceList getNetConnections = SharpPcap.GetAll Devices();

/I network connection 1 (change as required)
NetworkDevice netConn = (NetworkDevice)getNetConnections[1];
PcapDevice device = netConn;

/I Define packet handler
device.PcapOnPacketArrival +=
new SharpPcap.PacketArrivalEven t(device_PcapOnPacketArrival);

//Open the device for capturing

Iltrue -~ means promiscuous mode
//1000 -- means a read wait of 1000ms
device.PcapOpen( true , 1000);

Console.WriteLine( "Network connection: {0}", device.PcapDescription);

/[Start the capturing process
device.PcapStartCapture();

Console.Write("Press any <RETURN> to exit");
Console.Read();

device.PcapStopCapture();
device.PcapClose();

private  static void device_PcapOnPacketArrival( object  sender, Pack

{

DateTime time = packet.PcapHeader.Date;

int len = packet.PcapHeader.PacketLength;

Console.WriteLine("{0}:{1}:{2},{3} Len={4}" time.Hour, time.Minute,
time.Second, time.Millisecond, len);

et packet)
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Run the program, and produce some network traffic and versify that it is capturing
packets, such as:

13:17:56,990 Len=695
13:17:57,66 Len=288
13:17:57,68 Len=694
13:18:4,363 Len=319
13:18:4,364 Len=373
13:18:4,364 Len=371
13:18:4,365 Len=375
13:18:4,366 Len=367

Did it captur e packets? Yes/No

Update the code with a filter. In the following case an IP and TCP filter is used [1]:

device.PcapOpen( true , 1000);
Console.WriteLine( "Network connection: {0}", device.PcapDescription);
string  filter = "ip and tcp";

/I Associate the filter with this capture
device.PcapSetFilter( filter );

/[Start the capturing process
device.PcapStartCapture();

Generate some data traffic, such as loading a Web page, and show that the
program is capturing the data packets.

Did it capture packets? Yes/No

Next update the filter so that it only captures ICMP packets, such as:

string  filter = "icmp

Generate some data traffic, and prove that it does not capture the packets. Now
ping a node on your network, such as:

Pin g 192.168.1.102

And prove that it captures the data packets, such as:

13:40:47,761 Len=74
13:40:48,756 Len=74
13:40:48,759 Len=74
13:40:49,757 Len=74
13:40:49,760 Len=74
13:40:50,757 Len=74



Did it capture ICMP packets? Yes/No

[1] This code is based on the code wrapper for WinPCap developed by T.Gal
[http://www.thecodeproject.com/csharp/sharppcap.asp ].
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Week 3

Week ‘ Date Teaching ‘ Attended

3 Lab 3: Packet Capture (IDS)
Lab 4: Packet Capture (IDSt ARP)

Aim: The aim of these labs and exercisesre to use WinPCap to create an agertbased IDS,
while building a foundation for the understanding of ARP, IP, TCP, and application layer
protocols.

Time to complete:
4 hours (Two supervised hours in C.27, and two additional hours, unsupervised).

Activi tities:

Complete Lab 3: Packet Capture (IDS)

Complete Lab 4: Packet Capture (ARP detection)
CCNA Challenge A11-A20

Learning activities:
At the end of these activities, you should understand:

1 How to detect application layer protocols.
1 How to filter for pa cket content.

Reflective statements (end -of-exercise):

Do you understand the difference between Ethernet, IP, TCP and the application layer
protocols?

Do you understand the way the TCP ports are used, such as for a server port and a client
port?

Source code used:
http://buchananweb.co.uk/ WinPCap3.zip
http://buchananweb.co.uk/ WinPCap4.zip
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Lab 3: Packet Capture (IDS)

Details

Aim: To provide define the usage of an intrusion detection system

Activities

1. The WinPcap library can be used to read the source and destination IP

addresses and TCP ports. For this the TCPPacket class is used. Intially
modify the program in Lab 2 so that it now displays the source and
destination IP and TCP ports [1]:

e http://buchananweb.co.uk/ WinP Cap3.zip

private  static  void device_PcapOnPacketArrival( object sender, Packet packet)
if (packet is TCPPacket)

DateTime time = packet.PcapHeader.Date;

int len = packet.PcapHeader.PacketLength;

TCPPacket tcp = (TCPPacket)packet

string  srclp = tcp.SourceAddress;

string  dstlp = tcp.DestinationAddress;

int  srcPort = tcp.SourcePort;

int  dstPort = tcp.DestinationPort;

Console.WriteLine("{0}:{1} - > {2}:{3}", srclp, srcPort, dstlp, dstPort);

A sample run, using a Web browser connected to google.com gives:

84.53.143.151:80 ->192.168.1.101:3582
84.53.143.151:80 ->192.168.1.101:3582
192.168.1.101:3582 ->84.53.143.151:80

Where it can be seen that the WWW server TCP port is 80, and the local port
is 3582. Run the program, and generate some network activity, and
determine the output.

Determine the output of the test run:

2. Modify the program in Part 1, so that it only displays traffic which is destined
for a Web server. Prove its operation.

How was the code modified:
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3. Next modify the code so that it detects only ICMP packets (using the
ICMPPacket class), and displays the source and the destination aldresses,
along with the TTL (time -to-live) value [1]:

private  static  void device_PcapOnPacketArri val( object sender, Packet packet)
if (packet is ICMPPacket)

DateTime time = packet.PcapHeader.Date;
int len = packet.PcapHeader.PacketLength;

ICMPPacket icmp = (ICMPPacket)packet;
string  srclp=icmp.DestinationAddress;
string  dstlp=icmp.SourceAddress;
string  ttl=icmp.TimeToLive.ToString();

Console.WriteLine("{0} - >{1} TTL:{2}", srclp, dstlp, ttl);

A sample run is shown next for a ping on node 192.168.1.102:

Press any <RETURN> to exit

192.168.1.101 ->192.168.1.102 TTL:128
192.168.1.102 ->192.168.1.101 TTL:128
192.168.1.101 ->192.168.1.102 TTL:128

Run the program, and ping a node on the network. What is the output, and why does
it show three responses for every ping:

4, Modify the program in Part 3 , sothat it displays the Ethernet details of the
data frame, such as [4]:

private  static  void device_PcapOnPacketArrival( object sender, Packet packet)
if (packet is EthernetPacket)
EthernetPacket etherFrame = (Etherne t Packet)packet;
Console.WriteLine("At: {0}:{1}: MAC:{2} - > MAC:{3}",
etherFrame.PcapHeader.Date.ToString(),
etherFrame.PcapHeader.Date.Millisecond,

etherFrame.SourceHwAddress,
etherFrame.DestinationHwAddress);

5. It is possible to read the contents of the data package by cmverting it to a
byte array (using the Data property), and then convert it to a string, such as:

private  static void device_PcapOnPacketArrival( object sender, Packet packet)
if (packet is TCPPacket)

DateTime time = packet.PcapHeader.Date;
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int len = packet.PcapHeader.PacketLength;

TCPPacket tcp = (TCPPacket)packet;

byte [] b =tcp.Data;

System.Text.ASCIIEncoding format = new System.Text. ASCIIEncoding();
string s = format.GetStrin g(b);

s=s.ToLower();

if  (s.IndexOf("intel")>0) Co nsole.WriteLine("Intel found...");

The above code detects the presence of the word Intel in the data packet. Run
the program, and then load a site with the word Intel in it, and prove tha t it
works, such as for:

Intel - Microsoft Internet Explorer m

File Edit View Favorites Tools Help /’,.
eﬁad( S \() E(] @ {b pSearch *Favorihes @ Bv :; ] - ,_J ' !? :‘S
Address | https/fwww.intel.com/ v B
Y7 - 2| [search [-]EB- &2 tighight | B vimail ~ 5" Personals ~ & Y1 Moble ~ ([ Signin)

United States “§'gl Worldvide About Intel | Press Room | Contact Us (]

Products | Technology & Research | Solutions & Services | Resource Centers | Support & Downloads
- = ;
e
EEp| prEEEEE
\

I, \ntel Developer

the future.

See the future. Be

1l

for
ster now !
bird pricing

Reg\
early

; : N
- —
4 Intel® Viiv!" technolog “ Announcing Intel* Centrino® Duo
Learn More > J is here ~ mobile technology
. 4 ks
. Resource Centers Intel Rocks at CES 2006
Find Products >
Helping you find the answers to your questions and the right Join us in Las Vegas for the
technology for your neads |atest technologies in consumer L
duct: d services.
Our Technology > Personal Computing Reseller Center L rviess
Learn more >
Small Business Hardware Design
Get Support > Business/Enterprise Software Network Intel Volunteers in Schools
3 Help Change the World
Education Networking & Communications
The Volunteer Matching Grant [s]
& @ Internet

Did the code work:
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6. It is then possible to filter for source and destination ports, and with source and
destination addresses. For example, the following detects the word Intel on the
destination port of 80:

private  static void device_PcapOnPacketArrival( object  sender, Packet packet)
if (packet is TCPPacket)

DateTime time = packet.PcapHeader.Date;
int len = packet.PcapHeader.PacketLength;

TCPPacket tcp = (TCPPac ket)packet;
int  destPort = tcp.SourcePort;

byte []b=tcp.Data;
System.Text.ASCIIEncoding format = new System.Text.ASCIIEncoding();

string s = format.GetString(b);
s=s.ToLower();

if (destPort==80 && (s.IndexOf("intel")>0))
Console.WriteLine("Intel found in outgoing on port 80...");

Did the code work:

7. A key indication of network traffic is in the TCP flags. The following
determines when the SYN flag is detected, and also the SYN, ACK flags:

if (packet is TCPPacket)

DateTime time = packet.PcapHeader.Date;

int len = packet.PcapHeader.PacketLength;

TCPPacket tcp = (TCPPacket)packet;

int  destPort = tcp.SourcePort;

if  (tcp.Syn) Console.WriteLine("SYN r equest");

if  (tcp.Syn && tcp \Ack) Co nsole.WriteLine("SYN and ACK");

Prove the operation of the code, and modify it so that it detects a SYN request
to a Web server (port: 80), and displays the destination IP address of the Web
server.

Outline the code used:

8. Modify the code in 7 so that it displays all the flags for data packets.

[1] This code is based on the code wrapper for WinPCap developed by T.Gal
[http://wvww.thecodeproject.com/csharp/sharppcap.asp ].
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Lab 4. Packet Capture (IDS) i ARP Detection

Details

Aim: To provide define the capture of ARP information

Activities

1. The ARP protocol is important on networks, as it allows a node to determine

the MAC address of a destination node on the same network. For security it
is important, as it gives information on the activity on the local network. In
this lab ARP packets will be captured, and then displayed for their basic
information. The solution can be found at:

e http://buchananweb.co.uk/ WinPCap4 .zip

2. The basic format of the ARP header &:
) 16 bits U 16 bits R
Hardware Type Protocol Type
H/W Len | ProtLen Op Code

Figure 1: ARP header

Thus a program to capture the ARP packets is given next. Notice that the
byte array is read for the first two bytes for the hardware type, and the next
two for the protocol type [1]:

using System;

using Tamir.IPLib;

using Tamir. IPLib.Packets;
namespace NapierCapture

public class CapturePackets

{

public  static void Main( string [] args)

{

PcapDeviceList getNetConnections = SharpPcap.GetAllDevices();

/I network connection 1 (change as required)
NetworkDevice ne  tConn = (N etworkDevice)getNetConnections[1 I
PcapDevice device = netConn;

/I Define packet handler
device.PcapOnPacketArrival +=
new SharpPcap.PacketArrivalEvent(device_PcapOnPacketArrival);

device.PcapOpen( true , 1000);
Console.Writ  eLine("Network connection: {0}", device.PcapDescription);

/[Start the capturing process
device.PcapStartCapture();
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Console.WriteLine("Press any <RETURN> to exit");
Console.Read();

device.PcapStopCapture();

device.PcapClose();

}

priva te static  void device_PcapOnPacketArrival( object sender, Packet packet)
if (packet is ARPPacket)

byte [] b = packet.Header;
int  type = b[1] + (b[0]<<8);
int  protocol = b[3] + (b[2]<<8);
int opcode = b[7] + (b[6]<<8);
Console.Wr iteLine("ARP: Hardware type {0}, protocol {1}, op - code: {2}",
type,protocol,opcode);

Run the code, and ping a node on your network (one which you have not
previously accessed for a while, or not at all), and examine the output:

Output of the program:
Did it detect the ARP packets:

What where the ARP types (from the op -code [2]Y):

3. Modify the code so that it displays the other fields in the ARP header.
4, Modify the code so that it displays the actual ARP type, rather than the c ode,
Such as with:

Console.Write("ARP: Hardware type {0}, protocol {1}, ",type,protocol);

if (opcode==1) Console.Write(" ARP Request" );
else if (opcode==2) Console.Write("ARP Reply ");
References

[1] This code is based on the code wrapper for WinPCg developed by T.Gal
[http://www.thecodeproject.com/csharp/sharppcap.asp |.
[2] http://www.networksorcery.com/enp/protocol/arp.htm

! Note: For Ethernet, the type is normal set to 1 [2]. The protocol type for IP is 0x8000
(2048), and the table for the opcode is:

Request

Reply

Request Reverse
Rely Request
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Week 4

Week ‘ Date Teaching Attended

4 Lab 5: IDS Snort 1

Aim: The aim of these labs and exercises are to integrate Wwh Snort, and to capture
network and host events.

Time to complete:
4 hours (Two supervised hours in C.27, and two additional hours, unsupervised).

Activitities:

Complete Lab 5: Invoking Snort

Complete Exercise3.161: Running Snort (stand-alone)
Complete Exercise 3.1&: Running Snort (stand-alone)
PIX_SNPA Challenge 11-10

Learning activities:
At the end of these activities, you should understand:

How to invoke Snort from an application program.
How to write a file of commands for Snort.

How to create Snort scripts.

The packet formats for IP and TCP.

= =4 =4 4

Reflective statements (end -of-exercise):
Do you understand the main objectives of an IDS?
Do you understand how an application program can interface to Snort?

Source code used:
http://buchananweb.co.uk/ SnortCaller.zip
http://buchananweb.co.uk/ dotNetClientServer.zip

References:
Unit 2
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Lab 5: Invoking Snort

Details

Aim:

To provide a foundation in invoking and controlling Snort

Activities

1.

If Visual Studio is installed on your machine, download the fo llowing solution

[1]:

e http://buchananweb.co.uk/ SnortCaller .zip

An outline of the code is:

public  void runSnort (string  arguments)

{

processCaller = new ProcessCaller(  this );

processCaller.FileName = @"c: \' snort \ bin \ snort.exe";

processCaller.A rguments = arguments;

processCaller.StdErrReceived += new DataReceivedHandler(writeStreaminfo);
processCaller.StdOutReceived += new DataReceivedHandler(writeStreaminfo);
processCaller.Completed += new EventHandler(processCompletedOrCanceled);
processCaller.Cancelled += new EventHandler(processCompletedOrCanceled);

this .richTextBox1.Text = "Started function. Please stand by.."
+ Environment.NewLine;

processCaller.Start();

} . .
private  void btninterface  _Click( object sender, System.Even This defines the Snort
{ arguments that are used
this . runSnort (" -W");, <— to run the program.
}
2. In the Project listing, double click on the SnortCaller.cs file, then double click on
the Show interf button, and add the following highlighted code:
private  void Dbtninterface_Click( object  sender, System.EventArgs e)
{
this . runSnort (" - W");
}
3. Run the program, and show that the output is similar to the output in Figure 1:

What is/are your interface(s)?




# Snort Capture (-] J[=]%]
NAPIER
Started functicn. UN[VERSITY
Interface Deviece Description
rCapture —————————
1 \Device\NEF_GenericDialupidspter (Generic dizslup adsptez)
2 \Device\NPF_{357B3DBA-791£-4E20-96B5-D4FAOFFFE191} (Intel(R) PRO/Wireless 2Z00BE Network
Connection (Microsoft's Packet Schedulex) )
3 \Device\NPF_{RZZES3C1-AT8D-4AFE-ADZB-517883CE42D7} (Realtek RTLS165/8110 Family Gigabit
Tthernet NIC (Microsoft's Packet Schedulsr) ) Capture Inter |
. —%> Snorg! <%- Stop |
o™ )~ Version 2.4.3-0DBC-MySQL-FlexRESP-WIN3Z (Build 2Z&)
By Martin Roesch & The Snort Tesm: http://www.snort.oza/team.html
(C) Copyright 1998-2005 Sourcefire Inc., et al. View output |
NOTZ: Snort's default ocutput has changed in version 2.4.1!
The defsult logging mode is now BCAP, use "-K sscii” to activate
the old defasult logging mode . IDS rules
Create [DS rule |
IDS alerts
View alertids |
Exit
Figure 1:
4, Double click on the Capture Inter button, and add the following highlighted

code. Replace the d&:\ bill with ¢: \ \ yourMatricNo, and replace the value after the
ti option with the interface number. This should log to the folder defined.

private void btnStart_Click(object sender, Syste m.EventArgs e)
if (IDirectory.Exists("c: \\ bill")) Directory.CreateDirectory("c: \\ bill");
this. runSnort (" -dev -il -p -lc: \\bil -Kasci"),
}
5. Run the program and get Snort to capture the packets, and then stop it with the

Stop button (Figure 2). Generate some Web traffic, and view the output, and
verify that it is capturing data packets, such as:

Src MAC

Dest MAC
R R R N N N e e e e = =t+=+=+=+=+=+=+=+

01/12 -11:11:07.410133 0:15:0:34:2:F0 - > 0:C:41:F5:23:D5 type:0 x800 len:0x19A

->146.176.1.188:80 TCP TTL:128 TOS:0x0 1D:13141 IpLen:20 D

192.168.1.101:2735
SrcIP Len:396 DF
*rx AP+ Sog”OXCEDC79A8 Acl OXE2431ED3 Win: 0x4037 TcpLen: 20

47 4 20 2F 68 6F 6D 65 5)/6E 65 77 2F 69 6p GET /home_new/im
67 6573 2F 70 72 6F A7 5F 66 32 2E 67 69 66 ages/prog_f2.gif
48 54 54 50 2F 31 2E 30D 0OA 41 63 63 65 HTTP/1.1..Accep
74 3A 20 2A 2F 2A 0D 0A/52 65 66 65 72 65 72 BA t: */*..Referer:

Src TCP

gg 6?27;;2172339!525 %6 2 0| Dest TCP U #ahrbs

er.ac.uk/..Accep
74 2D 4C 61 6E 67 /5 61 67 65 3A20656E 2D 67 t - Language:en -g
620 Dest |P / 74 2D 45 6E 63 6F 64 69 b..Accept - Encodi
6E 6 2C 20 64 65 66 6C 61 74 ng: gzip, d eflat
65 0D OA'5573 6572 2D 41 67 65 6E 74 3A 20 4D e..User - Agent: M

6F 7A 69 6C 6C 61 2F 34 2E 30 20 28 63 6F 6D 70 ozilla/4.0 (comp
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6. Select one of the TCP data packets, and determine the following:

The source IP address:

The source TCP port:

The destination IP address:
The destination TCP port:

The source MAC address:
The destination MAC address:

The TCP flags:

55! Snort Capture @ E]@
NAPIER

Started funetion.
02/26-17:22:33 336363 0:C:41:F5:23:D5 —» 1:0:52:TF:FF:FL type:0x200 len:0x143 UNIVERSITY
152_.168.1.1:1300 -> 233_255.255.250:1900 UDP TTL:150 TOS:0x0 ID:0 IpLen:20 DgmLen:303
Len: 281 —Capture
4T 4F 54 4% 46 53 30 ZR 20 48 54 54 50 ZF 31 I NOTIFY * HITD/L1.
31 0D OR 48 4F 53 54 3R 32 33 39 2E 32 35 35 22 1. HOST:239.255. Show interf |
32 35 35 2E 32 35 30 3R 31 39 30 30 OD OR 43 61 255.250:1300..Ca
53 €3 €5 2D 43 &F 6 74 72 6F &C 3R €D €1 78 2D che-Control:man-
&1 &7 &5 3D 31 38 30 30 0D OR 4C &6F &3 &1 74 &9 =ge=1800..Locati Capture Inter |
6F € 3R 68 74 T4 70 3R ZF ZF 31 35 32 ZE 31 36 on:hoop://152.16
38 ZE 31 2E 31 3R 35 36 37 38 2F 7 6F 6F 74 44 8.1.1:5&878/rootD
55 73 &% ZE 78 &D 6C OD DR 4E 54 3R 75 75 &3 64 esc.mml. NT:uuid
3R 75 70 E 70 ZD 49 €E 74 &5 7Z 6E 65 74 47 €1 :upnp-InternetGa
74 €5 77 61 73 44 65 TE 69 63 &5 2D 31 5F 30 2D tewayDevice-l1_0-
20 30 39 20 €1 32 37 37 37 37 37 37 0D O 55 53 0090227 ..us Wiew output |
4T 32 75 75 €9 &4 3R 75 70 €E 70 2D 49 & 65 N:uuid:upnp-Inte
72 € 65 74 47 €1 T4 €5 77 €1 79 44 €5 76 €3 63 rnetGatewayDevic
&5 zD 31 5F 30 2D 30 30 3% 30 &1 32 37 37 37 37 e-1_0-00%0a27777 DS rules
37 37 OD OR 4E 54 53 3R 73 73 &4 70 32 61 &C 63 77. NIS:ssdp-ali
76 €5 0D OR 53 &5 72 76 65 7Z 3R 4E 54 ZF 35 ZE ve..Server:NI/S.
30 20 55 50 E 50 ZF 31 ZE 30 20 57 41 47 35 34 0 UEnBE/Ll.0 WAGH4 CreateIDSruIel
47 ZF 31 ZE 30 0D OR OD OR C/1.0....
02/26-17:22:23_337312 0:C:41:F5:23:D5 —> 1:0:52:7F:FF:FA type:0x200 len:0x17B DS alerts
192.168.1.1:1300 -> 239_255.255.250:1900 UDP TTL:150 TOS:0x0 ID:1 IpLen:20 Dgmlen:3&S [v]

View alert.ids |
IDS stopped

Exit

Figure 2:

7. Double click on the View Output button, and add the following highlighted
code. Replace the d:\ bill with c: \ \ yourMatricNo.

private  void btnView_Click(  object sender, System.EventArgs €)
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openFileDialogl.InitialDirectory="c: \'\ bill";
openFileDialogl.ShowDialog();
Process.Start("wordpad.exe", openFileDialogl.FileName);

8. Run the program, and select theView Output button, and verify that you get the

output seen in Figure 3, and open one of the IDS files in the subfolders, and
verify the output, as shown in Figure 4.

What are the contents of the folder:

Go into one of the folders and view t he contents of the IDS file. What does it contain:

oper
Look in: [ & bil | £F Ed-
3 [)192.168.1.1
\_ﬁ [)192.168 1 102
My Recent [ alert.ids Size: 40.0 KB _ _ _
Documents ) o e | Files: UDP_1900-1900.ids, UDP_3404-162.ids, UDP_3405-162.ids; ...

Desktop
=/
My Documents
=]
5
My Computer
<
Myplrieé;ork File name: || j Open
Files of type: | j Cancel
Figure 3:
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9.

10.

UDP_1900-1900.ids - WordPad L =1 18]

Fle Edit View Insert Format Help

el SR # @ ]
02/26-15:30:30.608216 0:C:21:F5:23:D5 -> 1:0:5E:7F:FF:FA type:0x800 len:0x143 lad
192.168.1,1:1900 —> 239.255.255.250:1900 UDP TTL:150 TOS:0x0 ID:0 Iplen:20 Dgmlen:309

Len: 281

4E 4F 54 49 46 59 20 2R 20 48 54 54 50 2F 31 2E NOTIFY * HTTP/1.
31 0D OA 48 4F 53 54 3A 32 33 39 2 32 35 35 2E  1..HOST:239.255.
32 35 35 2E 32 35 30 3A 31 39 30 30 OD DA 43 61 255.250:1900..Ca
€3 63 65 2D 43 6F 6E 74 72 6F 6C 3R €D 61 78 2D
61 67 65 3D 31 38 30 30 0D OR 4C 6F 63 61 74 69
6F 6E 3A 68 74 74 70 3A 2F 2F 31 39 32 2E 31 36
3% 2E 31 2E 31 3A 35 36 37 38 2F 72 &F 6F 7¢ 44
€5 73 63 2 78 6D 6C 0D OR 4E 54 3A 75 75 69 64 esc.xml..NT:uuid
3L 75 70 6E 70 2D 4% 6E 74 65 72 6E &5 74 47 €1 :upnp-InternetGa
74 €5 77 €1 79 44 €5 76 62 63 €5 2D 31 5F 30 2D tewayDevice-1_0-

30 30 39 30 61 32 37 37 37 37 37 37 0D O& 55 53 77..US
4E 3A 75 75 69 €4 3R 75 70 GE 70 2D 4% 6E 74 €5 N:uuid:upnp-Inte
72 6E €5 74 47 61 74 65 77 €1 T3 44 &5 76 69 €3 rnecGatewayDevic
€5 2D 31 SF 30 2D 30 30 39 30 61 32 37 37 37 37 e-1_0-0090a27777
37 37 OD OA 4E 54 53 3R 73 73 64 70 3A 61 €C €8 77..NTS:ssdp:ali
76 €5 OD OR 53 €5 72 76 65 72 3R 4E 54 2F 35 2E  ve..Server:NI/S.
30 20 55 50 6 S50 2F 31 2E 30 20 57 41 47 35 34 0 UPRP/1.0 WAGSE
47 2F 31 2E 30 OD OR 0D 0A& G/1.0....

02/26-15:30:30.608733 0:C:41:F5:23:D5 —> 1:0:5E:7F:FF:FA type:0x800 len:0x173
192.168.1,1:1900 -> 238.255.255.250:1900 UDP TTL:150 TOS:0xD ID:1 IpLen:20 Domlen:365
Len: 337

4E 4F 54 49 46 59 20 2R 20 48 54 54 50 2F 31 2E NOTIFY = HITPR/1.

31 0D OA 48 4F 53 54 3A 32 33 39 2E 32 35 35 2E  1..HOST:239.255.

32 35 35 2E 32 35 30 32 31 39 30 30 0D OA 43 61 255.250:1900..Ca

€3 63 65 2D 43 6F 6E 74 72 6F 6C 3A 6D 61 78 2D che-Control:max-—

61 &7 65 3D 31 38 30 30 0D OA 4C &F 63 61 74 62 =age=1800..Locati

For Help, press F1

Figure 4:

Double click on the Create IDS rule button, and add the following code:

private  void btnIDSRule_Click( object  sender, System.EventArgs e)
{
string rule;
rule="  alert tcp any any - > any 80 (content: \ "napier \"; msg: \ "Napier detected
StreamWriter SW,
SW=File.CreateText("c: \'\'snort \\ bin \'\ napier.txt");
SW.WriteLine(rule);
SW.Close();
statusIDS.Text+="IDS updated... please restart Snort";

whic h writes a Snort rule to the napier.txt file.

Double click on the View alert.ids button, and add the following code
(remember to replace the ¢\ \ bill with c: \ \ yourMatricNo):

private  void btnViewAlert_Click( object  sender, System.EventArgs e)
if (File.Exists("c: \\ bill \\ alert.ids"))
{

Process.Start("wordpad.exe", "c: \\ bill \'\ alert.ids");

}

else statusIDS.Text+="File does not exist...";

also update the line:

this. runSnort (" -dev -il -p -lc: \\bil -Kasci");

with (to allow Snort to read-in the newly created rules file):

this. runSnort (" -dev -il -p -lc: \\bil -Kasci Tcc: \\snort \\bin \\ napier.txt
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11 Run the program, and capture some Web traffic with the name napier init. Then
Stop the capture, and select theView alert.ids button (Figure 5).

What are the contents of the alert.ids file:

#DEWDPUWEI Ul EQw?OExDPI U220

12, Next download the client and server programs from:
e http://buchananweb.co.uk/ dotNetClientServer.zip

13 In groups of two, one person should run the server on their computer, and the
other person runs the client, and connects to the server on port 1001 Make sure
that you can chat, before going onto the next part of the tutorial (Figure 6).

14 6UPUI wEwW20O0U0wWUUO! wbi PER wbBIOWI UE 0 UWEEAQWIOOE E W
between the client and server.

What is the Snort rule for this:

alert.ids - WordPad (- ==} [[=1|
File Edit View Insert Format Help

Dl & # ® B

[**] [1:0:0] Napier detected [**] |

[Priority: 0] U
02/26-16:07:06.117337 0:15:0:34:2:F0 -> 0:C:41:F5:23:D5 type:0x800 len:0x1C3

182.168.1.102:2860 -> 146,176.1,188:80 TCP TTL:128 TOS5:0x0 ID:41529 IplLen:20 Dgmlen:437 DF

wx*RP¥E* Seq: OxT28T69FF Ack: OxT6ATEI2F Win: 0x44E8 Tcplen: 20

[#%] [1:0:0] Hapier detected [*¥]

[Priority: 0]

02/26-16:07:06.444038 0:15:0:34:2:F0 -> 0:C:41:F5:23:D5 type:0x800 len:0x1AD

182.168.1.102:2860 -> 146.176.1.188:80 TCP TTL:128& TO0S5:0x0 ID:42004 IpLen:20 DgmlLen: 415 DF

wExLP* &% Seq: 0xT2876BE&C Ack: 0x76AT9F44 Win: 0x4017 TcpLen: 20

[**] [1:0:0] Napier detected [¥¥]

[Priority: 0]

02/26-16:07:06.746236 0:15:0:34:2:F0 -> 0:C:41:F5:23:D5 type:0x800 len:0xl1AB

182.168.1.102:2860 -> 146.176.1.188:80 TCP TTL:128 T0S:0x0 ID:42007 Iplen:20 Dgmlen:413 DF

*&&*LP*** Seq: 0xT72876D03 Ack: O0xXx7T6ATA9AE Win: 0x44EE Tcplen: 20

[**] [1:0:0] Napier detected [*¥]

[Priority: 0]

02/26-16: :07.108754 0:15:0:34:2:F0 -> 0:C:41:F5:23:D5 type:0x800 len:0x1AC

192.168.1.102: 60 -> 146.176.1.188:80 TCP TTL:128 TOS5:0x0 ID:42010 IpLen:20 DgmlLen:414 DF

***LP*** Saeg: OXT2876ETE Ack: OxTEATE409 Win: Ox44EZ Tcplen: 20

[**] [1:0:0] Napier detected [**]

[Priority: 0]

02/26-16:07 .587673 0:15:0:34:2:F0 -> 0:C:41:F5:23:D5 type:0x800 len:0x1AA

182.168.1.102:2860 -> 146,176.1,188:80 TCP TTL:128 TOS5:0x0 ID:42013 IplLen:20 Dgmlen:4lZ DF

wx*RP¥E* Seq: OxT28T6FEE Ack: Ox76ATBE6C Win: 0x44E8 Tcplen: 20

[#*=] [1:0:0)] Hapier detected [**¥]

[Priority: 0] |
For Help, press F1
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Figure 5:

82 Basic Server (Author: W.Buchanan)

=T _JM(=I>]

File

Server details

Listening Port 1001
Local IP: 192.162.1.101
Status [comnected .

Client connection detzils
Port: 3378
IP: 192.162.1.101

Messagelosend: ||

Receive window: Receiving<<Hello
|Sending>How are you?

NAPIER
UNIVERSITY

Author: /.Buchanan

Note: If you want the complete solution at any time, use:

e http://buchananweb.co.uk/ SnortCallerComplete .zip

[1] Code is based on http://w ww.codeproject.com/csharp/LaunchProcess.asp.

Figure 6:
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