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Abstract

Thispaperdescribes novel peerto-peer(P2P)erviron-
mentfor running distributed Java applicationson the In-
ternet. The possibleapplicationareasinclude simpleload
balancing parallel evolutionary computation agent-based
simulationand artificial life. Our ervironmentis basedon
cutting-edg P2P technology. We introduce and analyze
the concepbof long termmemorywhich providesprotection
againstpartitioning of the network.\WWe demonstatethe po-
tentials of our appmach by analyzinga simpledistributed
application. We presentheoletical and empirical evidence
thatour approach is scalable effectiveandrobust.

1. Introduction

This paperdescribesa novel framework for running dis-
tributedexperimentonthelnternet.lt is beingdevelopedas
partof the DREAM project[9]. In anutshell,theaim of the
DREAM projectis to developacompletesrvironmentfor de-
velopingand runningdistributed evolutionary computation
experimentonthelnternetin arobustandscalableashion.
The presentwork focuseson the network engine,i.e. the
overlaynetwork onwhichthesesxperimentswill eventually
berun.

Although our projectfocuseson evolutionary computa-
tion the environmentsupportsary applicationthatis mas-
sively parallelizable, uses asynchronouscommunication,
haslittle communicatiorbetweerits subprocessebaslarge
resourcaequirementsandis robust(the succes®f the ap-
plicationdoesnot dependon the succes®f any givensub-
process).

This list might seemquite restrictive but in factit in-
cludesmary interestingfields. Goodexamplesarerunning
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independentaskswith loadbalancingjslandmodelsn evo-
lutionary computation(EC), heuristicoptimization,model-
ing swarmintelligenceandothersystemawvith emegentbe-
haviour, etc.

In essencave relax strict requirementoncerningreli-
ability of computationsandsynchronizatiorand control of
subprocessed.his allows usto apply scalableP2Ptechnol-
ogy basedn epidemicprotocolsthatcanbeusedon unreli-
ableWANSs. This approacthasthe advantageof beingable
to accesa potentiallyhugeamountof idle resources.

To ourknowledge usinga P2Pnetwork thatdeploys epi-
demic protocolsfor distributing computationaltasksin a
fully decentralizednanneiis new. ExistingP2Psystemsre
mainly usedfor data-orientedpplicationgmanagemerik e
maintainingdiscussiongroupsor to distribute information
(e.g.[4, 6, 1]). CurrentsystemghatuseWANSs for solving
computationalproblemsgenerallydeploy a sener/worker
paradigmthatrequirescentralcomponentsywhich maylead
to scalability or availability problems. (e.g.[3, 10, 11)).
The Java platform offers a naturalway to distribute com-
putationaltasksby allowing runtimelinking of executable
codeto anapplication.lt providesrich securityfeaturesand
at last but not leastcompleteplatform independenceThis
madeJava anobviouschoicefor us.

To summarize: our ernvironmentcan be thoughtof as
a virtual machineor distributed resouce madine (DRM)
madeup of computersaarywhereonthe Internet. Theactual
setof machinescan(andgenerallywill) constantlychange
andcangrow immenselywithout arny specialintervention.
Apart from security considerationsanyone having access
to the Internetcan connectto the DRM andcaneitherrun
his/herown experimentsor simply donatethesparecapacity
of hisor hermachine.

The outline of the paperis asfollows: Section2. dis-
cusseghe DRM from an algorithmicandtheoreticalpoint
of view. We will illustratethe scalabilityandrobustnesof
theunderlyingepidemicprotocol.

Section3. givessimulationresultsfor largenetworks. We
shav a shortcomingof the algorithm suggestedn [5] and



name thisis theuniquekey

address thelP addresgndport of thenode
date timestampof theentry

agent§] namesof agentdiving atthenode
map optionalinformationin a hashmap

Table 1. Structure of an entry in the database
of anode.

suggestandanalyzea solution.

Sectiond. describesnapplicationdevelopedfor ouren-
vironment. This applicationexecutesa setof independent
taskswith load balancingover the nodesof the network.
While this is only a simple applicationand doesnot at all
male useof all the possibilities,it is suitablefor illustrat-
ing thefeaturesof the DRM. Sectionb. describesheresults
of our experimentson a real DRM underdifferentcircum-
stancesSection6. concludeghe paper

2. Thedistributed resource machine

The DRM is a P2Poverlay network on the Internetform-
ing an autonomousagent ervironment Computationsare
implementechsmulti-agentapplications. The exactway an
applicationis implementedn the multi-agentframework is
not a priori restricted,althoughwe intendto suggestem-
platesandexamplesn thefuture (oneof whichis discussed
in Sectiond.) to facilitatedevelopment.

2.1. Self-organizing structure

The DRM is a network of DRM nodes.In the DRM every
nodeis completelyequivalent. Thereareno nodesthat pos-
sessspecialinformation or have specialfunctions. Nodes
mustbe ableto know enoughaboutthe restof the network
in orderto beableto remainconnectedo it andto provide
information aboutit to the agents. Spreadingnformation
over andaboutthe network is basedon epidemicprotocols
[2].

Every nodemaintainsanincompletedatabasaboutthe
restof the network. This databaseontainsentrieson some
othernodes(seeTable 1). We call thesenodesthe neigh-
bours of the node. The databasés refreshedisinga push-
pull anti-entroy algorithm. Every nodes chooses living
addresgrom its databaseegularly oncewithin atime inter-
val. An addresss living if thereis aworking nodes’ atthat
addressThenary differencesbetweens ands’ areresohed
sothatafterthe communications ands’ will bothhave the
union of the two original databasegchoosingthe fresher
item if both containitemswith a givenkey). Besidesthis,
s will receve afreshitemon s’ (with a new timestampof
course)ands’ will alsoreceive anitemon s with theactual
timestamp As mentionedbefore the sizeof thedatabasés
limited. This limitation is implementedy keepingonly the
freshesitemsthatfit in (accordingto the timestampn the
entries).Notethatwe assumeéierethatthelocal time atthe
differentnodesdoesnot differ significantly

Fortunately the theoretical and practical results dis-
cussedelov shav thatlimiting thesizeof thedatabasedoes
not affect the power of the epidemicalgorithm. Essentially
the sameapproachwasadoptedby [5].

To connecta newv nodeto the DRM oneneedsonly one
living address.The databas®f the new nodeis initialized
with the entry containingthe living addressonly, and the
restis taken careof by the epidemicalgorithm described
above. Removal of anodedoesnotneedary administration
at all. Note that a nodemight even changeits IP address
and/or port while running, so computerswith dynamiclP
addressearealsoautomaticallysupportedvithoutary spe-
cial modificationof the algorithm.

2.2. Theoretical properties

Thetheoryof epidemicalgorithmsis well known [2]. Toap-
ply it to ourlimited-sizedatabasewe have to assumdhata
givennodehasanequalprobability of beingin the database
of ary othernode. In Section3. we will examinea special
casewhenthis assumptiordoesnot hold.

Let n bethe numberof nodesin the network, & the size
of the databasén eachnodeandlet a nodeinitiate exactly
oneinformationexchangesessiorin every t seconds.

We know thatinformationspreadsery fastoverthenet-
work if thenetwork is connectedBut whatis theprobability
thatthe network is connected?

Let G(n, k) denotea randomdirectedgraphof n nodes
in which the outdegreeof eachnodeis exactly k andthesek
arcsgoto randomnodes.Let 7 (k,n) denotethe probability
thatthereis a directedpathfrom a givennodeto ary other
nodein G(n, k). Thefollowing theoremholds|[7]:

Theorem 1 Consider the sequenceof random graphs
G(n, k) with k,, = logn + ¢+ o(1), whete ¢ is a constant.
We have

lim 7(kn,n) =e"®
n—oe

It is notablethat1 — 7(k,,n) < 1070 if n > 23. The
theoremtells usthatfor alarge network of sizen if thesize
of thedatabasés k = logn + c wheree.g.c > 23 wehavea
connectedhetwork with anextremelylarge probability. For
examplefor £ = 100 we canhave n ~ 1033. Empirical
analysisshows thatthe constantgpredictedby the theorem
provide the expectedperformancg?7, 5].

3. Recovery after partitioning

In Section2.2.it wasassumedhatagivennodehasanequal
probability of beingin the databasef any othernode. In
practicethis assumptioris often unrealistic. For instance
if for somereasona subsetof the nodesin the DRM (e.g.
the oneswithin a university intranet)is separatedrom the
restof theDRM dueto thefailureof theunderlyinginternet
connection thenthis equaldistribution assumptiorcannot
be expectedto hold. We shav thatthe DRM (andthusthe
architecturein [5, 7]) is very sensitve to this problemand
we will suggest cheapandsimplesolutionin theform of a
stodhasticlongtermmemory



3.1. Thepartitioning problem

We illustratethe problemthrougha simple examplewhich
wewill uselaterfor the simulationexperimentsaswell. Let
n be the numberof nodesin a DRM. Let us assumethat
initially the equaldistribution assumptioris true. At some
pointaclusterof n/2 nodeslosesphysicalconnectiorwith
theotherclusterof n/2 nodeswhile connectioris presered
within theclusters Let usdenotetheseclusterswith C; and
C, respectiely. This resultsin a situationwhennodesex-
changenformationonly with nodesfrom their own cluster

Dueto lack of spacewe do not detailthis partof our ex-
perimentsut simulationsof up to n = 10000 anddatabase
size 100 shav that within a coupleof time stepsthe con-
nectvity of the network is lost, i.e. the clusterscompletely
forgeteachother This also meansthat after restoringthe
physical connectionbetweenthe clustersthe DRM is not
ableto recover its integrity; we end up with two indepen-
dentDRMs. In real networks this would happenwithin at
mosta coupleof minutes.

Note that entriesare never removed from the databases
explicitly basedon e.g. availability tests. Items*“die out”
only whentheir timestampsaretoo old to beincludedinto
thelimited-sizeddatabasesThis is a negative sideeffect of
the quick adaptvity of the network whichis in facta major
adwantagdn othersituations.

3.2. Stochastic long term memory

Our solution to the partitioning problemis the stochastic
long term memory We add an additionalsetof addresses
(long term memory) to every node besidethe database.
Whenthe nodecommunicatesvith a peer(accordingto the
epidemicalgorithm)the addresof the peeris storedin this
setwith a given probability p¢,,,. If the size of the setex-
ceedsafixedlimit, arandomelements removed.

Theepidemicalgorithmpicksarandomelemenfrom the
long term memoryinsteadof the databasewvith the same
probability p,,,. Theideais thatthis way old addresseare
tried time to time which helpsto make the connectvity of
theDRM robustto physicalconnectiorfailures.Notethat—
unlikeapproachebasedntheunderlyingphysicalnetwork
topologylik e [8]—this approchis topologyindependent.

Let us give sometheoretialpropertiesof this solution.
Let out(C1) bethe numberof long termmemoryentriesin
the whole C; clusterthat point to nodesfrom cluster Cs.
Let ¢ be the size of the long term memoryin eachnode.
Let out(C;) = m attime 0. Let us further assumethat
the physicalconnectionbetweenC; and (s is lost at time
0 aswell. Thenafterthe t-th cycle of the epidemicalgo-
rithm out(C4) follows a binomial distribution with param-
etersB((1 — pim=)*,m) where(1 — pyn, 1)* is the prob-
ability thata fixedcmemoryentry is not removed during ¢
cycles(anentryis removedin acycleif thelongtermmem-
ory is updatedandthe new entryreplaceghe entryin ques-
tion). For examplefor p;;,,, = 0.1, m = 100, ¢ = 100 and
t = 1000 the expectedvalueis still 36.8.

Another interestingquestionis how muchtime elapses
until the expectedvalueof out(C;) becomedl. After some

elementantransformation®f the equation

1
m(1 — prm—)' =1
Cc
we getthefollowing equation:
log Pitm _ clogm

logm
t= = ~
Pitm  log ¢ — log(c — pitm)

log C*I;ltm

Ditm

This tells usthatthe size of the memoryis muchmoreim-
portantfor preservingnformationthanthe original amount
of information. We will seelaterthatevenif out(C}) isonly
one,i.e. if only oneof thenodeshasonly oneaddressn its
long termmemoryfrom clusterC,, this is oftensufficientto
restorefull connectvity.

Notethatthe sizeof memorycanbemuchlargerthanthe
sizeof thedatabasbecaus¢hememoryis neverexchanged
betweemodes(it never travelsthroughthe network) andit
containsonly addressesjo additionalinformation (unlike
thedatabase).

We canthus calculatethe amountof availableinforma-
tion asafunctionof time duringthetime interval whenthe
physicalconnectionis missing.But whathappensvhenthe
physical connectionis restoredbetweenC; and C>? Ta-
bles2 and3 give simulationresultsthatanswetthis question
for network sizes1000and 10000respectiely. Thetables
shaw statisticsfrom 10 runsfor eachparametesettingwith
piem = 0.1. peon is the probability of restoringthe con-
nectvity betweerthetwo clustersandt is theaveragetime
necessaryor this.

The mostinterestingphenomenorthat we can obsenre
is that a very small amountof informationis sufficient to
recoverthenetwork. Aslittle asl itemis sufficientin almost
half of the occasionsNotethatfor a network sizeof 10000
andc = 10 thelong termmemoriesof thenodesn C; hold
50000itemsaltogether Whenonly 3 of thesepointsto the
other clusterwe experiencedsuccessfutecovery in 10 out
of the1lOcases.

3.3. Alast note

The conceptof long term memorycan easily be extended
by applyingmoresophisticatedatastructuresandmachine
learningalgorithms.Nodescanbuild arepresentatioof the
DRM while communicatingwith the mary differentnodes
which canincreasehe chance®f the survival of the DRM,
evenundervery poor conditionsof the underlyingphysical
network.

4. Thetest application

The applicationitself hastwo layers. The lower layeris an
abstractoad balancingframework on top of the DRM. The
higherlayeris the applicationconsistingof a setof tasksto
be executed.The only interestingfeatureof the tasksetwe
usedfor testingin the presenexperimentis thatevery task
needsexactly the sameamountof resourcegCPUtime and
memory)if run on a singlefixed machinebut the tasksare
sensitve to theresourcesctuallybeingavailable.



m = 1 2 3 4 5 6 9 15 27
c=10 | peon 40% 60% 80% 90% 100% 100% 100% 100% 100%
t 70.25 89.17 2788 30.89 1390 27.60 1530 7.70 5.00
c=20 | peon 40% 60% 100% 90% 90% 100% 100% 100% 100%
t 106.75 119.67 108.50 51.67 57.78 40.00 20.20 20.10 12.10
c=50 | peon 20% 90% 100% 100% 100% 100% 100% 100% 100%
t 188.50 200.56 277.60 165.50 88.80 153.20 60.70 73.40 21.80
c=90 | peon 50% 70% 90% 80% 100% 100% 90% 100% 100%
t 229.40 410.14 209.89 269.38 254.10 186.80 95.22 40.40 39.80

Table 2. Results for a network size of 1000.
m = 1 2 3 4 5 6 9 15 27

c=10 | peon 50% 90% 100% 80% 100% 100% 100% 100% 100%

t 6020 65.89 29.40 6450 4390 24.70 1240 7.00 5.80

c=20 | peon 70% 70% 90% 70% 90% 100% 100% 100% 100%
t 119.43 34.29 65.78 93.14 33,56 60.70 62.80 10.70 12.10

c=50 | peon 50% 80% 80% 80% 90% 100% 100% 100% 100%
t 126.40 197.13 211.38 69.50 119.89 88.70 68.20 59.80 17.50

Table 3. Results for a network size of 10000.

4.1. Theload balancing algorithm

In this paperwe choseto considerthe simplestpossibleap-
plication on the DRM, a load balancingframework. This
framewvork doesnot make useof the messagindeaturesof
theDRM (atleastnot ontheapplicationlevel) i.e. thetasks
do not communicatewith eachother This applicationsuf-
ficesfor illustratingthereliability, scalabilityandrobustness
of our DRM system.

We assumehat our applicationis composedf T' tasks
that have to be run independentlyof eachotherasfastas
possible. Thetaskshaveto bedistributedefficiently overthe
availableresourcesn a way that toleratesthe unreliability
and high communicatiorcostsof WANSs, andthe dynamic
natureof theDRM, in thesenseéhatmachinesancomeand
goatary time.

Loadbalancings basedn epidemicalgorithmsjustlike
theDRM itself. Theapplicationstartsby initiating anisland
whichisimplementedanautonomousigent.Thisislandcan
be startedon ary nodewithin the DRM. The goal of this
islandis to completeT tasks.Theislandachievesthis goal
by startingto work onataskandatthesametime listeningto
thecommunication®f its hostnode.Whenthe nodewhere
theislandcanbe foundexchangesnformationwith another
node(accordingto the epidemicprotocol of the DRM) the
islandchecksif the peernodealreadyhasanisland(recall
thatthedatabasentry of anodecontaingnformationabout
theagentgunningthere).If notit sendsalf of its remaining
tasksto thepeemodein theform of anew islandwhichthen
runsthe samedistribution mechanisnon the peernodein
orderto completeits tasks.In thisway thetasks'infect” the
network. Notethatit meanghatthereis at mostoneisland
oneverynode.

Whenanislandarrivesat its hostnodeit sendsa confir-
mationmessagdack. This is the only communicatiorthat
is taking place. It ensureghatthe processingf the setof

taskssentto anothemodewasat leaststarted.Confirmation
of finishing tasksdoesnot make sensesincethe senderis-
land might not exist anymoreat thattime. This might result
in loosingtasksbut this is not a seriousdisadwantageunder
ourassumptionslescribedn Sectionl..

The performancef the nodesdoesnot have to be taken
into accountwhen sendingout taskssinceif the machine
is too slow, it will sendmostof its taskson nodesthat fin-
ish earlier Also, no mechanismis neededo indicatethat
nodeshave becomeavailablebecausehey will beinfected
very quickly anyway by simply communicatingwith peers.
Thesevaluablepropertiesresultform the natureof our epi-
demicprotocolunderlyingthe DRM discusseaarlier

4.2. Sometheoretical properties

We do not needto develop a separateheoryto explain the
behaviour of the architecturebecauseesultsdescribingthe
epidemicalgorithmsapply. In thefollowing we briefly sum-
marizetheseanalogies.

Let T bethenumberof tasksandn thenumberof nodes.
We haveto differentiatebetweerthreecaseslf T <« n then
taskspreadindollowsthebehaiour of the startingphaseof
information spreadingn an epidemicnetwork. If T > n
thenthe behaiour of the end-phasef the pull versionof
anti-entrogy is relevant. In this casethe expectechumberof
tasksanislandhasis muchmorethanone. Whenin sucha
network anemptynodeconnectdo a randompeer(accord-
ing to the epidemicalgorithm)it is very lik ely thatthis peer
will have sometasksto send. Thusit is very unlikely that
arny noderemainsemptyfor alongtime.

Finally T ~ n is the most problematiccase,as there
will be a momentwhen a considerablenumberof islands
work only on onetask. Theseislandscover a considerable
proportionof the DRM. As a consequenceslandsrunning



severaltaskswill only slowly discoveridle nodes.However
in thefirst phasethe spreadingpf tasksacrossodess fast;
it slows down only in theendphaseBut evenin this caseif
the completiontime of anaveragetaskis muchlongerthan
the time betweentwo information exchangesetweenthe
nodeshenthis disadwantagebecomeslmostinvisible.

5. Empirical results

We implementedtwo different scenarioson a cluster of
workstationsto substantiateur claims. For both of them,
afixednumberof tasks(here:1500)wascomputed.

Optimistic scenario: The experimentis running on an
undisturbedcluster no node is added, deleted or
restarted.

Cluster addition scenario: After the experimenthasbeen
running for a time, an additional cluster of nodesis
addedo anddeletedrom the DRM sereraltimes.The
addednodesarealwaysempty i.e. they have no tasks,
they do notremembetheir previous statein the DRM.

We are interestedin the performancebehaiour of the
DRM underthesdlifferentconditions andwouldliketo see
a speedugactorthatdoesnot vary muchover the two sce-
narios. Note thatwe do not wantto shav robustnessn the
sensef gettingall of thetasksdone thisis hinderedby the
layout of the load balancingsystemandwould in ary case
be very difficult to achieve on a large-scaldaistributed P2P
system. From our experimentswe cannotconcludemuch
aboutscalability of the performancéehaiour becausehe
numberof machinesvailablefor testinghasbeenquitelim-
ited.

It mustbe statedthat evenfor the optimistic scenariait
is very difficult, if notimpossible,to repeatan experiment
in exactly the sameway. However, we considerthe average
resultsover mary experimentgelatively stable.

5.1. Optimistic scenario

In this casenodeswererun on workstationsspreadall over
Europe. We hadmachinedrom Paris, Edinburgh, Amster
damandDortmund. The numberof nodesis stablefor this
scenariothe experimentrunsundisturbedy externalinflu-
ences. This can easily be confirmedvisually from Fig. 1
(up). It alsoshaws thatthe numberof working nodesvaries
betweerD and11 until mostof thetasksaredone.At around
3500secondsthetaskdistribution seemgo get morediffi-
cult, so that re-balancinghe systembegins to take longer
and more nodesremainwithout work. At this point, 83%
of the tasksare done. But aslong asthe numberof tasks
availableexceedghe numberof nodesby far, the DRM can
recover from this situation. Nearthe end, the numberof
tasksleft to computeapproacheshe numberof nodesand
thesuboptimabehaiour describedn Sectiond.2.(T' ~ n)
appearsas predicted. The slowest of the nodesthat still
have onetaskto computedetermineghe endof the experi-
ment.In this caseall of the 1500taskshave beenexecuted.
Notethatthe numberof active islandsdiffers slightly from

Nodes used during undisturbed run
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Figure 1.

theworking nodes.Thatis becauséslandsperformingtask
setupanddistribution are consideredactive, but their node
is notconsideredvorking duringthis administratiortime.

Figure 1 (down) shaws a very similar structure. It dis-
playsthe usedresourceselative to the availablecapacityin
termsof tasksperhour. Thesenumbersaredeterminedoy
usingthe tasksthemselesasa benchmarkand computing
the approximatemaximumspeedof a nodevia the average
time neededo finish a task. The accumulateghower usage
shavn asa separatdine provesthatthe availabletotal ca-
pacity of all nodesin the experimentis usedto morethan
86%.

5.2. Cluster addition scenario

Here we usedthe sameclusteras in the optimistic sce-
nario. The additionalclusterwaslocatedin Dortmunden-
tirely within asingleLAN but it containedvorkstationswvith
highly diverseperformances.

It canbevisually percevedfrom Figure2 (up) that9 ad-
ditionalnodeshave beenaddedo the DRM afteraround300
seconds.They arequickly found and exploited by placing
new islandson them. After 750 secondshave elapsedthe
nodesare removed again. This is repeatedvith 10 nodes
later on, this time remaoving them stepby stepand not at



Nodes used during run with intentional addition/deletion of machines
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once. Despitethe expectationthat this scenariodepictsa
very extremecoursethe DRM copegquitewell with thesit-

uation.Availableresourcesreutilized rapidly andeventhe
deletionof half of thenodesdoesnot hinderthe experiment
from continuing.

For thisexperimentthedifferencebetweerthetwo types
of charts(Fig. 2) is clearer Thereasonis thatthe capacity
of theaddednodesss lower thanthe capacityof the starting
nodes.Thisis indicatedby thesmallerstepsvisiblein Fig. 2
(down). Both chartssuggeshoweverthatmostof the avail-
ableresourcesreused.At the end,theaccumulateghower
usageis 80%. It is however importantto notethat not all
tasksareactuallycompletedn this scenario As theislands
own their tasksafter confirmation(they arenot memorized
arywhereelsein the DRM), thetasksof a prematurelyshut
down islandarelost. Thus,the numberof taskscompleted
in this experimentis only 1104 0f the 1500.

6. Conclusions

In this papewe discusseadistributedP2Pernvironmentfor
running specialdistributed applicationsfrom domainslike
evolutionary computation,social modeling, artificial life,
etc.

The conceptof long termmemorywasintroduced.Sim-

ulation resultson large networks were presentedogether
with theoreticalconsiderationsvhich shav usthatthe pro-
posedarchitecturds stableevenif the underlyingnetwork
is partitionedfor along time.

Empirical resultson a real network werealsopresented.
Probablythe simplestpossibleapplication(load balancing
of a given numberof independentasks)waschosento il-
lustratethepotentialsof thesystem. Theapplicationreacted
rapidly to changesn the systemresultingin goodload bal-
ancing.High utilization of availableresourcesvasalsoob-
sened.
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