CO32001 -- Very Large Databases (VLDB) 2000


Databases & the Web

1. Background

The database technology has been around for a long time now, and databases have already become an essential and integral part of many organisations. The Web is the most popular and powerful networked information system to date. It provides a simple 'point and click' means of exploring the immense volume of pages of information residing on the Internet.

The combination of the Internet technology and traditional database techniques creates many exciting opportunities for developing advanced database applications, which will in turn produce additional benefits to the traditional database applications.

As far as database applications are concerned, a key aspect of the WWW technology is that it offers a brand new platform to collect, deliver, and disseminate information. Via the Web, a database application can be made available, interactively, to users and organisations anywhere in the world.

2. Basic concepts

Internet:

· It is a world-wide collection of interconnected computer networks, which belong to various organisations (e.g., commercial, educational and government). It is not synonymous to the WWW.

· The services offered on the Internet include email, real-time communication (e.g., conferencing and chat), news services, and facilities for accessing remote computers to send and receive documents.

Intranet:

· A Web site or group of sites belonging to an organisation and accessible only by the members of that organisation.

· Between the Internet and an intranet, there is an extra layer of software or hardware called a firewall, which imposes restrictions on the types of information that can pass into and out of the intranet.

Extranet:

· It is an intranet which allows partial access by authorised users from outside the organisation via the internet.

The WWW (the Web):

· A hypermedia-based system that provides a simple 'point and click' means of browsing information on the Internet using hyperlinks.

· The Web consists of a network of computers that can act in two roles: as servers, providing information; and as clients, usually referred to as browsers.

· The WWW comprises software (e.g., Web servers as servers and browsers as clients) and data (e.g., Web sites). It simply represents a (huge) set of information resources and services that live on the Internet.

HTTP (HyperText Transfer Protocol):

· It is the standard protocol for transferring Web pages through the Internet. HTTP defines how clients (i.e., users) and servers (i.e., providers) should communicate.

· An HTTP transaction consists of four stages: connection, request, response and close.

HTML (HyperText Markup Language):

· It is a simple yet powerful language that is commonly used to format documents which are to be published on the Web.

· An example:

_____________________________________________________________________

<HTML>

<HEAD>

<META HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=iso-8859-1">

<META NAME="GENERATOR" CONTENT="Mozilla/4.05 [en]C-NECCK  (WinNT; I) [Netscape]">

<TITLE>DOSG</TITLE>

</HEAD>

<BODY TEXT="#000000" BGCOLOR="#FFFFFF">

<A HREF="http://www.dcs.napier.ac.uk"><IMG SRC="nurg2.gif" BORDER=0 HEIGHT=100 WIDTH=600></A>

<CENTER><IMG SRC="mid_logo.gif" HEIGHT=305 WIDTH=450></CENTER>

<CENTER><A HREF="intro.html"><IMG SRC="gifs/introbtn.gif" ALT="introduction" BORDER=0 HEIGHT=38 WIDTH=130></A>&nbsp;<A HREF="projects.html"><IMG SRC="gifs/projbtn.gif" ALT="projects" BORDER=0 HEIGHT=38 WIDTH=130></A>&nbsp;

…

</BODY>

</HTML>

____________________________________________________________________
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An example of a Web database application


URL (Uniform Resource Locator):

· It is a string of alphanumeric characters that represents the location or address of a resource (e.g., a Web page) on the Internet and how that resource should be accessed.

Types of Web pages

· Static: An HTML document stored in a file is a typical example of a static Web page. Its contents do not change unless the file itself is changed.

· Dynamic: For a dynamic Web page, its contents are generated each time it is accessed. As a result,  a dynamic Web page

· can respond to user input from the browser by, for example, returning data requested by the completion of a form or returning the result of a database query.

· can also be customised by and for each user. E.g., once a user has specified some preferences when accessing a particular site or page, this information can be recorded and appropriate responses can be generated according to those preferences.

Web database applications:

A Web database application normally interacts with an existing database, using the Web as a means of connection and having a Web browser or client program on the front end.

Typically such applications use HTML forms for collecting user input (from the client), a common gateway interface (e.g., CGI) to check and transfer the data from the server, and a script or program which is or calls a database client to submit or retrieve data from the database. Figure 1 gives a graphical illustration of such a scenario.
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3. Web Database Architecture
Two-tier client-server architecture
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 A two-tier client-server architecture


Characteristics:

· Traditional client-server applications typically have a two-tier architecture as illustrated in figure 2.

· The client (tier 1) is primarily responsible for the presentation of data to the user.

· The server (tier 2) is responsible for supplying data services to the client.

· The client will handle user interfaces and main application logic, and the server will mainly provide access services to the underlying database.

Implementation:

· If such a two-tier architecture is used to implement a Web database application, tier 1 will contain the browser layer, the application logic layer, and the connection layer.

· Tier 2 accommodates the DBMS.

· This will inevitably result in a fat client.

Three-tier client-server architecture
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 A three-tier client-server architecture
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Characteristics:

· The first tier is the client which contains user interfaces.

· The middle tier accommodates the application server which provides application logic and data processing functions.

· The third tier contains the actual DBMS, which may run on a separate server called a database server. (Figure 3)

Advantages over the two-tier architecture
· The 'thin' client, which requires less expensive hardware.

· By centralising the business logic for many end-users into a single application server, application maintenance is centralised.

· Separating the core business logic from the database functions makes it easier to implement load balancing.

Important considerations:

· The three-tier architecture is more suitable for implementing a Web database application.

· The browser layer can reside in tier 1, together with a small part of the application logic layer.

· The middle tier implements the majority of the application logic as well as the connection layer.

· Tier 3 is for the DBMS.

Notes:

· Referring to figure 1, for example, it can be seen that the Web Client is in the first tier.

· The Web Server and Gateway are in the middle tier and they form the application server.

· The DBMS and possibly other data sources are in the third tier.

· Having studied the Web database architectures, we should understand that the most important task in developing a Web database application is to build the database connection layer. In other words, we must know how to bridge the gap between the application logic layer and the database layer.

Advantages and disadvantages of the Web-DBMS approach
Advantage
Disadvantage

DBMS advantage
Reliability

Simplicity
Security

Platform independence
Cost

Graphical user interface
Scalability

Standardisation
Limited functionality of HTML

Cross-platform support
Statelessness

Transparent network access
Bandwidth

Scalable deployment
Performance

Innovation
Immaturity of development tools

4. Approaches to Integrating the Web and DBMS

CGI (Common Gateway Interface)

What is CGI:

· CGI is a protocol for allowing Web browsers to communicate with Web servers, such as sending data to the servers.

· Upon receiving the data, the Web server can then pass them to a specified external program (residing on the server host machine) via environment variables or standard input stream (STDIN).

· The external program is called a CGI program or CGI script. Because CGI is a protocol, not a library of functions written specifically for any particular Web server, CGI programs/scripts are language-independent. As long as the program/script conforms to the specification of the CGI protocol, it can be written in any language such as C, C++ or Java.

· In short, CGI is the protocol governing communications among browsers, servers, and CGI programs.

The approach:

· In general, a Web server is only able to send documents and to tell a browser what kinds of documents it is sending. By using CGI, the server can also launch external programs (i.e., CGI programs). 

· When the server recognises that a URL points to a file, it returns the contents of that file. When the URL points to a CGI program, the server will execute it and then sends back the output of the program’s execution to the browser as if it were a file.

Important issues:

· Before the server launches a CGI program, it prepares a number of environment variables representing the current state of the server, who is requesting the action, and so on.

· The program collects this information and reads STDIN. It then carries out the necessary processing and writes its output to STDOUT (the standard output stream). 

· In particular, the program must send the MIME header information prior to the main body of the output. This header information specifies the type of the output.

An example:

· Refer to figure 1, the CGI approach enables access to databases from the browser.

· The Web client can invoke a CGI program/script via a browser, and then the program performs the required action and accesses the database via the gateway.

· The outcome of accessing the database is then returned to the client via the Web server.

· Here is a trivial CGI script written in Perl. (It requires the "CGI" module available from Comprehensive Perl Archive Network (CPAN)). 

______________

 #!/usr/bin/perl

 use CGI qw(:standard);

 print header, start_html,

   h1("CGI Test"),

   "Your IP address is: ", remote_host(),

   end_html; 

_______________

When run it produces an HTTP header and then a simple HTML page containing the IP address or hostname of the machine that generated the initial request. 

The CGI program might be saved as the file "test.cgi" (or test.pl) in the appropriate directory on a web server, e.g. "/home/httpd/cgi-bin/". 

A user could then type the appropriate URL, e.g. http://www.acme.com/cgi-bin/test.cgi, into their web browser to get the program to run and a custom page produced for them. 

How to execute a CGI program:

Invoking and executing CGI programs from a Web browser is mostly transparent to the user. The following steps need to be taken in order for a CGI program to execute successfully:

· The user (Web client) calls the CGI program by clicking on a link or by pressing a button. The program can also be invoked when the browser loads an HTML document (hence being able to create a dynamic Web page).

· The browser contacts the Web server asking for permission to run the CGI script.

· The server checks the configuration and access files to ensure that the script exists and the client has access authorisation to the script.

· The server prepares the environment variables and launches the script.

· The script executes and reads the environment variables and STDIN.

· The script sends the appropriate MIME headers to STDOUT followed by the remainder of the output and terminates.

· The server sends the data in STDOUT (i.e., the output from the program’s execution) to the browser and closes the connection.

· The browser displays the information sent from the server.
Output types:

As mentioned earlier, when preparing data for the browser to display, the CGI program has to include a header as the first line of output. It specifies how the browser should display the output. This header may be one of the following types:

Header
Type of output (document)

Content-type: text/html
an HTML document

Content-type: text/plain
ordinary text

Content-type: image/gif
a GIF file (Graphics Interchange Format)

Content-type: image/jpeg
a JPEG file (Joint Photographic Experts Group)

Content-type: image/png
a Portable Network Graph

Content-type: application/postscript
postscript document

Content-type: video/avi Microsoft Audio
Visual Interleave file

Content-type: video/mov
Apple QuickTime Movie file

Content-type: video/mpeg
Moving Picture Experts Group file

Passing data/information:

Primarily, there are four methods available for passing information from the browser to a CGI program. In this way, clients’ input (representing user’s specific requirements) can be transmitted to the program for actions.

· Passing parameters on the command line.

· Passing environment variables to CGI programs.

· Passing data to CGI programs via STDIN.

· Using extra path information.

Advantages and disadvantages of CGI

Advantages:

· CGI is in fact the standard for interfacing Web clients and servers with external applications, and is arguably the most commonly adopted approach for interfacing Web applications to data sources (such as databases).

· The main advantages of CGI are its simplicity, language independence, Web server independence, and its wide acceptance.

Disadvantages:
· The communication between a client (browser) and the database server must always go through the Web server in the middle, which may cause a bottleneck if there is a large number of users accessing the Web server simultaneously. 

· CGI is lack of efficiency and transaction support in a CGI program. For every query submitted through CGI, the database server has to perform the same logon and logout procedure, even for subsequent queries submitted by the same user.

· The third major shortcoming of CGI is due to the fact that the server has to generate a new process or thread for each CGI program. For a popular site (like Yahoo), there can easily be hundreds or even thousands of processes competing for memory, disk, and processor time. This situation can incur significant overhead.

· Last, extra measures have to be taken to ensure server security. CGI itself does not provide any security measures, and therefore, developers of CGI programs must be security conscious. Any request for unauthorised action must be spotted and stopped.

Extended CGI

Problems with CGI:

· As discussed in the previous section, one of the major concerns with CGI is its performance.

· With CGI, a process is spawned on the server each time a request is made for a CGI program. There is no method for keeping a spawned process alive between successive requests, even if they are made by the same user.

· Furthermore, CGI does not inherently support distributed processing, nor does it provide any mechanism for sharing commonly used data or functionality among active and future CGI requests. Any data that exists in one instance of a CGI program cannot be accessed by another instance of the same program.

FastCGI:

In order to overcome these problems, an improved version of CGI, called FastCGI, has been developed by a company named Open Market (http://www.openmarket.com).

Features of FastCGI:

· Language independence: Same as CGI, FastCGI is a protocol and not dependent on any specific language.

· Open standard: Like CGI, FastCGI is positioned as an open standard. It can be implemented by anyone. The specifications, documentation, and source code (in different languages) can be obtained at the Web site http://www.fastcgi.com.

· Independence from the Web server architecture: A FastCGI application needs not be modified when an existing Web server architecture changes. As long as the new architecture supports the FastCGI protocol, the application will continue to work.

· Distributed computing: FastCGI allows the Web application to be run on a different machine from the Web server. In this way, the hardware can be tuned optimally for the software.

· Multiple, extensible roles: In addition to functionality offered by CGI (i.e., receiving data and returning responses), FastCGI can provide multiple roles such as a filter role and an authoriser role. A FastCGI application can filter a requested file before sending it to the client; the authoriser program can make an access control decision for a request, such as looking up a user name and password pair in a database. If more roles are needed, more definitions and FastCGI programs can be written to fulfil them.

· Memory sharing: In some cases, a Web application might need to refer to a file on disk. Under CGI, the file would have to be read into the memory space of that particular instance of the CGI program; if the CGI program were accessed by multiple users simultaneously, the file would be loaded and duplicated into different memory locations. With FastCGI, different instances of the same application can access the same file from the same section of memory without duplication. This approach improves performance.

· Allocating processes: FastCGI applications do not require the Web server to start a new process for each application instance. Instead, a certain number of processes are allotted to the FastCGI application. The number of processes dedicated for an application is user-definable. These processes can be initiated when the Web server is started or on demand.

Some other approaches

Server-Side Includes (SSI) 

· SSI is the process that gets the server to parse the document before sending it to the browser. 
· As well as directly including a named file into a document, SSI provides special commands to include the current data and time, or report the last-modification date of a file or its size. In particular, it provides a command to allow a program to be executed in the manner of CGI and to incorporate its output into the document.  

· All SSI commands are embedded within regular HTML comments.
· A server that does not support SSI passes the commands on to the browser, which ignores them because they are formatted as comments. A server that does understand SSI, parses the HTML from the top down, executing each comment-embedded command and replacing the comment with the output of the command. 
· E.g., <!--#include file ="mymail.htm"-- > includes file mymail.htm into the HTML DOCUMENT.
· Many of the security risks of SSI are similar to those of CGI.
HTTP Cookies
· An HTTP cookie is a technique that helps maintain state in Web applications. A cookie is in fact a small text file containing:

· name of the cookie.

· domains for which the cookie is valid.

· expiration time in GMT.

· application-specific data such as user information etc.

· Cookies are sent by the server to the browser, and saved to the client’s disk. Whenever necessary, the server can request a desired cookie from the client. The client browser will check whether it has it. If it does, the browser will send the information stored in the cookie to the server.

· Benefits of cookies:
· Cookies can be completely transparent. As long as a user does not choose the browser option to be alerted before accepting cookies, his/her browser will handle incoming cookies and place them on the client disk without user intervention.

· Cookies are stored in a separate file, whose location is handled by the browser and is difficult for user to find. Also cookies are difficult to tamper with. This increases security.

· Because cookies are stored on the client disk, the cookie data is accessible even in a new browser session. It does not require user to do anything.

· If a programmer chooses to set an expiration date or time for a cookie, the browser will invalidate the cookie at the appropriate time.

· Shortcomings of cookies:
· The amount of data that can be stored with a cookie is usually limited to 4 kilobytes. If an application has very large state data, other techniques must be considered.

· Because cookies are physically stored on the client disk, they cannot move with the user. This side effect is important for applications whose users often change machines.

· Although cookies are difficult to tamper with, it is still possible for someone to break into them. Remember a cookie is just a text file. If a user can find it and edit it, it can still cause security problems.

HTTP server APIs

· HTTP server (Web server) Application Programming Interface (API) adds functionality to the server or even changes server behaviour and customises it. Such additions are called non-CGI gateways. 

· The central theme of Web database sites created with HTTP server APIs is that the database access programs coexist with the server. They share the address space and run-time process of the server.

· This approach is in direct contrast with the architecture of CGI, in which CGI programs run as separate processes and in separate memory spaces from the HTTP server.
· At the present, there are two main APIs: the Netscape Server API (NSAPI) and Microsoft Information Server API (ISAPI).

· Instead of creating a separate process for each CGI program, the API offers a way to create an interface between the server and the external programs using dynamic linking or shared objects. 

· Programs are loaded as part of the server, giving them full access to all the I/O functions of the server. In addition, only one copy of the program is loaded and shared among multiple requests to the server.

· API provides advantages over CGI such as the ability to:

· Provide Web page security by inserting an authentication than 'layer' requiring an identifier and a password outside that of the Web browser's own security methods.

· Log incoming and outgoing activity by tracking more information than the Web server does, and store it in a format not limited to those available with the Web server.

· Serve data out to browsing clients in a different way than the Web server would by itself.

· This approach is much more complex than CGI, possibly requiring specialised programmers with a deep understanding of the Web server and programming techniques such as multi-threading and concurrency synchronisation, network protocols, and exception handling.
JDBC

· JDBC package defines a database access API that supports basic SQL functionality and enables access to a wide range of relational DBMS products.

· On top of JDBC, higher-level APIs can be built: an embedded SQL for Java and a direct mapping of relational database tables to Java classes.

· It is based on dynamic SQL.

· Although often thought to stand for Java Database Connectivity, JDBC is a trademark name, not an acronym.

JSQL

· Another JDBC-based approach uses Java with embedded SQL, which is a specification for Java with static embedded SQL, proposed by a consortium of organisations (Oracle, IBM and Tandem).

· JSQL comprises a set of clauses that extend Java to include SQL constructs as statements and expressions. 

· A JSQL translator transforms the JSQL clauses into standard Java code that accesses the database through a call-level interface.

· It is based on static embedded SQL. Thus, it facilitates static analysis for syntax checking, type checking, and schema checking, which may help produce more reliable programs at the loss of some functionality/flexibility.

Scripting Languages

Scripting languages allow the creation of functions embedded within HTML code. This allows various processes to be automated and objects to be accessed and manipulated. There are mainly two scripting languages associated with HTML: JavaScript and VBScript.

JavaScript

· JavaScript is a scripting language that allows programmers to create and customise applications on the internet and intranets. On the client-side, it can be used to perform simple data manipulation such as mathematical calculations and form validation.

· JavaScript code is normally sent as a part of HTML document and is executed by the browser upon receipt (the browser must have the script language interpreter).

· On the server-side, LiveWire (an online development environment for server-side JavaScript) works with Netscape, providing gateway functionality such as access to databases.

· As a database gateway, JavaScript on the client-side does not offer much without the aid of a complementary approach such as Java, plug-ins, and CGI (Common Gateway Interface). For example, 

· If a Java applet on a page of HTML has access to a database, a programmer can write JavaScript code using LiveConnect (Netscape’s bridge between client-side methods such as Java, JavaScript, and plug-ins) to manipulate the applet.

· If there is a form on the HTML document and if an action parameter for that form refers to a CGI program that has access to a database, a programmer can write JavaScript code to manipulate the data elements within the form and then submit it (i.e., submit a kind of request to a DBMS).

VBScript
· VBScrip is a Microsoft proprietary interpreted scripting language whose goals and operation are virtually identical to those of JavaScript. 

· Its syntax is more like Visual Basic than Java.

The Microsoft Active Platform

· The Microsoft Active Platform is an 'open, standard-based software architecture for delivering applications over the Internet and intranets'.
· There are various tools, services and technologies in Active Platform such as HTML, Scripting languages and components (Java or ActiveX).
· When these technologies are combined, the result can be put on the client machine, giving an Active Desktop, or it can be put on the Web server, giving an Active Server.  
· Active Server Pages (ASP) is a programming model that allows dynamic, interactive Web pages to be created on the Web server. ASP is build around files with the extension '.asp'.
Oracle's Network Computing Architecture (NCA)

· NCA is aimed particularly at providing extensibility for distributed environments. It is a three-tier architecture based on industry standard.

· NCA supports a broad range of clients including personal computers, network computers, and mobile devices.

Security Issues

The concerns

· Security risks exist in many areas of a Web database application. This is because the very foundations of the Internet and Web – TCP/IP and HTTP – are very weak with respect to securities. 

· Without special software, all Internet traffic travels in the open and anyone with a little bit skill can intercept data transmission on the Internet.

· If no measures are taken, there will be many security loopholes that can be explored by malicious users on the Internet.

In general, security issues in Web database applications include the following:
· Data transmission (communication) between the client and the server is not accessible to anyone else except the sender and intended receiver (privacy).

· Data cannot be changed during transmission (integrity).

· The receiver can be sure that the data is from the sender (authenticity).

· The sender can be sure the receiver is genuine (non-fabrication).

· The sender cannot deny he/she sent it (non-repudiation).

· The request from the client should not ask the server to perform illegal or unauthorised actions.

· The data transmitted to the client machine from the server must not be allowed to contain executables that will perform malicious actions.

Proxy servers

· A proxy server is a system that resides between a Web browser and a Web server. It intercepts all requests to the Web server to determine if it can fulfil the requests itself. If not, it forwards the requests to the Web server. 

· Since a proxy server saves the results of all requests for a certain amount of time, it can significantly improve performance for groups of users.

· Due to the fact that the proxy server is between browsers and the Web server, it can be utilised to filter requests, i.e. be a defence for the server.

Firewalls

· Because a Web server is open for access by anyone on the Internet, it is normally advised that the server should not be connected to the intranet directly. 

· A firewall is a system designed to prevent unauthorised access to or from a private network (Intranet). It can be implemented in either hardware, software, or both.

· All data entering or leaving the Intranet (connected to the Internet) must pass through the firewall. They are checked by the firewall system and anything that does not meet the specified security criteria is blocked.

· A proxy server can act as a firewall because it intercepts all data in and out, and can also hide the address of the server and Intranet.

Digital signatures

· A digital signature consists of two pieces of information: a string of bits that is computed from the data (message) that is being signed along with the private key of the requester for the signature.

· The signature can be used to verify that the data is from a particular individual or organisation. It has the following properties:

· Its authenticity is verifiable using a computation based on a corresponding public key.

· If the private key is kept secret, the signature cannot be forged.

· It is unique for the data signed. The computation will not produce the same result for two different messages.

· The signed data cannot be changed, otherwise the signature will no longer verify the data as being authentic.

Digital certificates
· A digital certificate is an attachment to a message used for verifying the sender’s authenticity. Such a certificate is obtained from a Certificate Authority (CA), which must be a trust-worthy organisation.

· When a user wants to send a message, he/she can apply for a digital certificate from the CA. The CA issues an encrypted certificate containing the applicant’s public key and other identification information. The CA makes its own key publicly available.

· When the message is received, the recipient uses the CA’s public key to decode the digital certificate attached to the message, verifies it as issued by the CA, and then obtains the sender’s public key and identification information held within the certificate. With this information, the recipient can send an encrypted reply.

Kerberos

Kerberos is a server of secured usernames and passwords. It provides one centralised security server for all data and resources on the network. Database access, login, authorisation control, and other security measures are centralised on trusted Kerberos servers. The main function is to identify and validate a user.

Secure sockets layer (SSL) and secure HTTP (S-HTTP)
· SSL is an encryption protocol developed by Netscape for transmitting private documents over the Internet. It works by using a private key to encrypt data that is to be transferred over the SSL connection. Both Netscape and Microsoft IE support SSL.

· Another protocol for transmitting data securely over the Internet is called Secure HTTP, a modified version of the standard HTTP protocol. Whereas SSL creates a secure connection between a client and a server, over which any amount of data can be sent securely, S-HTTP is designed to transmit individual messages securely.

· In general, the SSL and S-HTTP protocols allow a browser and a server to establish a secure link to transmit information. However, the authenticity of the client (the browser) and the server must be verified. Thus, a key component in the establishment of secure Web sessions using SSL or S-HTTP protocols is the digital certificate. Without authentic and trustworthy certificates, the protocols offer no security at all.

Java security

If Java is used to write the Web database application, then many security measures can be implemented within Java. Three Java components can be utilised for security purposes:

· The class loader: It not only loads each required class and checks it is in the correct format, but also ensures that the application/applet does not violate system security by allocating a namespace. This technique can effectively define security levels for each class and ensure that a class with a lower security clearance can never be in place of a class with a higher clearance.

· The bytecode verifier: Before the Java Virtual Machine (JVM) will allow an application/applet to execute, its code must be verified to ensure: compiled code is correctly formatted; internal stacks will not overflow or underflow; no illegal data conversions will occur; bytecode instructions are correctly typed; and all class member accesses are valid.

· The security manager: An application-specific security manager can be defined within a browser, and any applets downloaded by this browser are subject to its (security manager’s) security policies.  This can prevent a client from being attacked by dangerous methods.

ActiveX security
· For Java, security for the client machine is one of the most important design factors. Java applet programming provides as many features as possible without compromising the security of the client.

· In contrast, ActiveX’s security model places the responsibility for the computer’s safety on the user (client). Before a browser downloads an ActiveX control that has not been digitally signed or has been certified by an unknown CA, it displays a dialog box warning the user that this action may not be safe. It is up to the user to decide whether to abort the downloading, or continue and accept a potential damaging consequence.

5. Summary

· The Internet is a world-wide collection of interconnected computer networks. The Web is a hypermedia-based 'point-click' system that provides a simple means to explore the information on the Internet. Information on the Web if stored in documents using HTML and displayed by a Web browser. The Web browser exchanges information with a Web server using HTTP (HyperText Transfer Protocol).

· In the Web environment, the traditional two-tier client-server model has been replaced by a three-tier model, consisting of a user interface layer (the client), a business logic and data processing layer (the application server), and a DBMS (the database server), distributed over different machines.

· The advantages of the Web as a database platform include DBMS advantages, simplicity, platform independence, GUI, standardisation, cross-platform support, transparent network access, and scalable deployment. The disadvantages include reliability, poor security, cost, poor scalability, limited functionality of HTML, statelessness, bandwidth, performance, and immaturity.

· The Common Gateway Interface (CGI) is a specification for transferring information between a Web server and a CGI script. It is a popular technique for integrating databases into the Web. FastCGI overcomes most of the problems suffered by CGI and includes the best features of CGI and server APIs.

· An alternative approach to CGI is to extend the Web server, typified by the Netscape API (NSAPI) and Microsoft Internet Server API (ISAPI). Using an API, the traditional functionality is linked into the server itself. 

· Scripting languages such as JavaScript and VBScript can be used to extend both the browser and the server. Scripting languages allow the creation of functions embedded within HTML. 

· Some other techniques related to accessing database via the Web includes: the JDBC, JSQL, Microsoft Active Platform and Oracle's Network Computing Architecture.

· Security in a Web environment consists of proxy servers, firewalls, digital signatures, digital certificates, Kerberos, Secure Sockets layer (SSL), Secure HTTP (S-HTTP), Secure Electronic Transactions (SET), and Secure Transaction Technology (STT). 
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Fig 2 A two-tier client-server architecture
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Fig 3 A three-tier client-server architecture
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Fig 1 An example of a Web database application












